I. INTRODUCTION
The network video surveillance system has been widely 
B. Program Configuration Module
The main function of the program configuration module is to select the module and password dictionary loaded by the program. By manually loading or not loading the specified module, the program running process can be reduced and the program execution speed can be accelerated. The password robustness of video equipment can be detected by choosing username and password dictionary. If the password of video equipment matches the username and password dictionary, the video equipment is judged to be weak password equipment.
C. Port Scanning Module
The main function of the port scanning module is to discover the surviving ports in the specified IP and port range.
The module uses TCP three-way handshake detection mechanism to determine the openness of TCP ports, which is timely and accurate. The open port detected by the module scan will lay the foundation for the vulnerability detection of the surviving port.
D. Control and Scheduling Module
The main function of the control and scheduling module is to glue the port scanning, vulnerability detection, result analysis and other modules to control the operation logic of the program, and send the results generated during the scanning process to the result analysis module for analysis. At the same time, the operation interval is generated during the operation of the program, which prevents the logic confusion of the program and causes the failure of the test. It also controls the running and stopping of multithreads in the scanning process, and sends control messages and logs to the UI main thread by multithreads to prevent thread conflicts and deadlocks.
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Aiming at the data acquired by port scanning, the plug-in 
A. Weak Password Detection
At present, the default username and password exist in most of the monitoring equipment when they leave the factory.
The manufacturers and users often have weak security awareness and do not modify the default password, which easily leads to weak password problems in the system and is easily accessed illegally. Weak password detection is based on the username and password dictionary in the common video surveillance system, using the weak password plug-in script to try to access the video system to determine whether the system has a weak password. The common username and password dictionary is shown in the following table I. The detection result of a video system using the detection tool is shown in Fig.2 . As can be seen from the scan results, it is possible to scan to identify common username and password. 
B. Code Execution Detection
The monitoring equipment uses a fixed buffer to accept user input when processing RTSP requests. If the user sends a larger data to request, it will eventually cause the server to 
V CONCLUSION
The various security vulnerabilities in video equipment monitoring system, the paper designs a vulnerability security detection method for video monitoring system, and develops an automatic security detection tool on this basis. The detection tool uses a modular structure, and the scan engine and vulnerability database are designed to be plug-in, so that the detection tool has the characteristics of automation, extensibility and easy operation. Through the analysis of two vulnerabilities in weak password and code execution, we find that the detection tool can meet the detection needs of common vulnerabilities in video surveillance system and has a certain practical value.
